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Deployment Scope

Compute Platforms Inventory

AltorCloud connects via read-only
(API) scanning metadata for your

three cloud provider subscriptions:

* Amazon Web Services
* Microsoft Azure

* (oogle Cloud Platform

& AltorCloud



2|

INVENTORY
AltorCloud

Overview Of Y s —vlm
Environment

| Tue, 10 Jan 2023 14:50:16 GMT  #

us-east-2 2. 2xlarge running 2 .
0cB88164b399b7d4 5044 - 0.0.0.0/0

. 5123 - 0.0.0.0/0
AWS Inve ﬂtOT’y m RESOURCES ‘ 5142 - 0.0.0.0/0
5200 - 0.0.0.0/0

i- t2.micro running 22-
0al3af7a3elbdOa
¢ RDS:0.59%
| VPC: 12.35%

| i- t2medium stopped
53:30.59% 0Oca3balé055ca20

~ 53:56.47%
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Overview Of Issues And Top 5 Riskiest Resources
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Current state of Compliance with multiple
Control benchmarks

‘ Filter v ‘

38/55 CISGK o/
% 35121 206/447

101196

AWS Security Results [ oveven [

| Tue, 10 Jan 2023 14:50:14 GMT  #

Failed Low Risk Checks: 0.75% -
|

Ensure no security groups allow ingress from |

M 0.0.0.0/0 or::/0 to port 22 Failed Medium Risk Checks: 23.59%

3.2,
Check if EBS snapshots are encrypted A13.1

Check if $3 buckets have secure transport policy Risk & Remediation

Check if S3 buckets have default encryption (SSE) enabled or use
a bucket policy to enforce it

Ensure no security groups allow ingress from 0.0.0.0/0 or :/0 to

port22 Failed High Risk Checks: 14.25% — ~ Passed Checks: 6142%

Ensure the default security group of every VPC restricts all traffic

Ensure there are no Security Groups without ingress filtering Allows access of SSH (port 22) from any

being used

Find VPC security groups with wide-open public IPv4 CIDR ranges
(non-RFC1918)

Check if EBS Default Encryption is activated

Check if GuardDuty is enabled

Check if Elastic Load Balancers have SSL listeners

Guardbuty

computer on the Internet. The only
protection against compromise is the
authentication on the target EC2 instance.
The organization should review and
remove all security groups to prevent
accidental assignment and exposure
Note that this finding will be received on
publicly exposed SFTP servers, Jump Boxes
and VPN endpoints. It is recommended to
limit port 22 access to both types of
servers to only specific sources.

Disable any inbound rules with a source of
'0.0" 0" 0'/0 for nort 22 andlar all ports

& AltorCloud




Overview of High severity and critical issues
by type

1.2 - Ensure multi-factor authentication (MFA) is enabled for all IAM users that have a console password
1.4 - Ensure access keys are rotated every 90 days or less

1.9 - Ensure IAM password policy requires minimum length of 14 or greater

1.10 - Ensure IAM password policy prevents password reuse: 24 or gredater

111 - Ensure IAM password policy expires passwords within 90 days or less

2.1 - Ensure CloudTrail is enabled in all regions

2.3 - Ensure the S3 bucket CloudTrail logs to is not publicly accessible

2.4 - Ensure CloudTrail trails are integrated with CloudWatch Logs

4. - Ensure ho security groups allow ingress from 0.0.0.0/0 or ::/0 to port 22

4.2 - Ensure no security groups allow ingress from 0.0.0.0/0 or ::/0 to port 3389 Alto rC | ou d Sa m ple re p 0 rt

& AltorCloud




Examples of critical issues

[ - . ] Ensure hardware MFA is enabled for the root account
Filter (Failed - High) ~

A9.2
Ensure hardware MFA is enabled for the root account

Risk & Remediation

Ensure credentials unused for 90 days or greater are disabled
Ensure access keys are rotated every 90 days or less

Ensure users of groups with AdministratorAccess policy have MFA . - .
The root account is the most privileged user in
tokens enabled 9.
an AWS account. MFA adds an extra layer of
Ensure that no custom IAM policies exist which allow permissive 9. pr‘otoct\on on top of a user hcme‘ Ond‘ password.
role assumption (e.g. sts:AssumeRole on *) With MFA (?m:b\cd, W_hon a user signs in to an
AWS website, they will be prompted for their user
name and password as well as for an
authentication code from their AWS MFA device.
For Level 2, it is recommended that the root
account be protected with a hardware MFA.

[ . ] Check if Secrets Manager key rotation is enabled
Filter (Failed) ~ secrets

Perform the following to establish a hardware
Risk & Remediation MFA for the root account:
1. Sign in to the AWS Management Console
Check if Secrets Manager key rotation is enabled SecretsManager and open the IAM console at

T

Ensure Kubernetes Secrets are encrypted using Customer Master  EKS
Keys (CMKs)

Find secrets in CloudFormation outputs CloudFormation L
A secret can be periodically updated. You

Find secrets in Lambda functions variables LAMBDA . update the crcdcnl\q\s in both the socrc[»:]nd
the database or service when the secret is
updates. Automatic rotation for your secrets can
be set up in Secrets Manager. The new
credentials are automatically retrieved when an
application accesses the Secrets Manager.

To turn on rotation (console): 1. Open the
Secrets Manager console at
https://console.aws.amazon.com/secretsmana
ger/.

2. On the Secrets page, choose your secret.
3.0n the Secret details page, in the Rotation
configuration section, choose Edit rotation. The
Edit rotation configuration dialog box opens. Do
the following:

& AltorCloud




Thank
You

Please fill out the Contact us form for a
free assessment and get a free
Security eBook in the process

https://altorcloud.com/contact/

& AltorCloud
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