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Mitigating SJ bucket
Ransomware

with AltorCloud



Amazon S3 buckets are widely used by
organizations to store and share data in the
cloud. However, these buckets are also
potential targets for ransomware attacks.
Ransomware is malware that encrypts or
deletes data on a victim's system and
demands a ransom payment in exchange
for the decryption key. This white paper
discusses the threat of S3 bucket
ransomware attacks and provides guidance
on how organizations can protect their S3
buckets from these attacks.
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Background:

Amazon S3 (Simple Storage Service) is a robust cloud-
based static file storage service offered by Amazon
Web Services (AWS). It provides organizations with a
simple and scalable way to store and retrieve data in
the cloud. S3 buckets store a wide variety of data,
including files, images, videos, and backups. While S3
buckets are highly useful for businesses, they also
represent a potential target for attackers.
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S3 Ransomware Attack Vector:

Attackers can gain access to S3 buckets using various attack vectors.
Phishing attacks, where attackers trick victims into revealing their
login credentials, are among the most common attack vectors.
Attackers can also exploit vulnerabilities in third-party software used
by the organization to gain access to S3 buckets.

Once an attacker gains access to an S3 bucket, they can proceed to
encrypt or delete the data in the bucket and demand a ransom
payment in exchange for the decryption key. S3 ransomware attacks
can have severe consequences for organizations, as data loss can
lead to financial loss, reputational damage, and legal liability.

Real-World Example:

In 2021, a major insurance company was hit by an S3 ransomware
attack. The attackers used a phishing email to gain access to the
company's S3 bucket and then proceeded to encrypt all the files in the
bucket. The attackers then demanded a ransom payment in Bitcoin in
exchange for the decryption key. The company had to pay a ransom to
recover their data.
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Protecting Against S3 Ransomware Attacks:

Organizations can take several steps to protect their S3 buckets from
ransomware attacks. These include:

e Strong Passwords and Multi-Factor Authentication: Organizations should
use strong passwords and enable multi-factor authentication for all S
bucket users. This can help prevent attackers from gaining unauthorized
access to S buckets.

e Restrict Access: Organizations should restrict S3 buckets to only
authorized users. This can be achieved by using AWS Identity and Access
Management (IAM) policies to control access to S3 buckets.

e Monitor Access Logs: Organizations should monitor access logs for S3
buckets to detect suspicious activity. They should also enable AWS
CloudTrail to log all S3 bucket activity.

e Versioning and Backups: Organizations should use versioning and
backups to protect against data loss. Versioning allows organizations to
recover previous versions of a file, while backups can be used to restore
data in the event of a ransomware attack.

As the use of Amazon S3 buckets continues to increase, so does the threat of
ransomware attacks targeting these buckets.
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Prevention Measures:

e |mplement Security Best Practices: Organizations should implement
security best practices, such as using strong passwords, enabling multi-
factor authentication, and restricting access to S3 buckets to only
authorized users. They should also reqularly review and update their
security policies and procedures.

e (Conduct Regular Security Audits: Organizations should conduct reqular
security audits to identify vulnerabilities in their S3 buckets. These audits
can include vulnerability scans, penetration testing, and security
assessments leveraging AltorCloud.

e Educate Users: Organizations should educate their users on recognizing
and reporting suspicious activity. This can include phishing emails,
unauthorized access attempts, and unusual file deletions.

e Use Data Encryption: Organizations should use data encryption to protect
their data in transit and at rest. This can help prevent attackers from
accessing and stealing sensitive data.
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Defense Measures:

e Monitor Access Logs: Organizations should monitor access logs for S3
buckets to detect and respond to suspicious activity. They should also
enable AWS CloudTrail to log all S3 bucket activity.

e |everage a CSPM (Cloud Security Posture Management) tool to perform
reqular assessments and continuous monitoring of configurations to
identify misconfigurations that can lead to a data breach. AltorCloud can
generate compliance reports demonstrating adherence to security best
practices, such as enabling object versioning and MFA delete.

e |mplement File Versioning: Organizations should implement file versioning
for their S3 buckets. This can help protect against data loss by allowing
users to recover previous versions of a file. AltorCloud can remediate
misconfigurations by providing policy-based rules. For example, If an S3
bucket is found to have MFA delete disabled, the tool can provide you with
manual remediation steps, scripts, and templates to resolve the
misconfiguration.

e Use Data Backups: Organizations should use data backups to protect
against data loss in the event of a ransomware attack. Backups should be
stored in a secure, off-site location and reqularly tested for integrity and
reliability.

e |mplement Disaster Recovery Plans: Organizations should implement
disaster recovery plans that include procedures for responding to
ransomware attacks. These plans should be regularly tested and updated
to ensure they are effective.
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How to detect SJ bucket ransomware
misconfigurations leveraging AltorCloud

1.Log into your AltorCloud account

AltorCloud

AmorCioud providas Bosrity Teams with real lima vistty
D YO SNFANEation | SOmUity poshure with commplonce roporting,
rivk GEgeTETONE Grid Gelicnobin ntolgensn

2. Once you log in, you will see your AltorCloud dashboard. Navigate to results
and Aws findings.
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3. You can view all your risk totals from the AWS security results page.
Click on the Findings button.

4. On the AWS security results page, you can filter by Compliance controls such
as CIS, HIPAA, PCI-DSS, etc., Checks passed, failed, disabled, and Risk - Critical,
high, medium, and low. For this example, we will search for the service S3.
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b. Identify the S3 bucket misconfigurations that need to be resolved. For this
whitepaper, we want to fix three misconfigurations.

a.Check S3 account level Public Access Block.
b.Check S3 Bucket MFA delete is not enabled.
c.Check S3 buckets have object versioning enabled.

We can see how many failures each check has.

6. Let's check which S buckets are misconfigured. Click on the Evidence tab
next to Risk and Remediation.
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7. We now have the resources that need remediation. AltorCloud provides
remediation information so the issue can be remediated. We also offer
Terraform and cloud formation templates that can be leveraged to
remediate misconfigurations.

8. Once remediated, scan your environment and ensure all traces of the
misconfiguration are gone.
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Conclusion:

S3 ransomware attacks are a growing threat to organizations using Amazon S3
buckets. These attacks can have severe consequences, including financial
loss, reputational damage, and legal liability. Organizations can protect their S3
buckets from ransomware attacks by implementing prevention and defense
measures, such as deploying a cloud security posture management tool like
AltorCloud. Implementing security best practices, conducting regular security
audits, educating users, using data encryption, monitoring access logs,
implementing file versioning, using data backups, and implementing disaster
recovery plans. By taking these steps, organizations can reduce the risk of an
S3 ransomware attack and protect their valuable data in the cloud.
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